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Abstract

This study aims to identify the cybersecurity risks arising from the use of Generative Artificial
Intelligence (GenAl). By employing a systematic literature review (SLR) method and following the
PRISMA 2020 guidelines, this research systematically selects and analyzes relevant literature to
discover and understand the risks associated with the use of GenAl. From the seventeen studies
successfully collected and reviewed, various cybersecurity risks were identified, including phishing
attacks, social engineering, ransomware, malware, deepfakes, misinformation, data leakage, misuse of
personal data, executable attack code generation, privacy risks, and intellectual property violations.
These findings provide crucial insights into the potential threats that may emerge from the irresponsible
use of GenAl. The study is designed to offer valuable information for various stakeholders in their risk
mitigation efforts and in the development of relevant regulations concerning the ethical use of GenAl.
It is hoped that these findings will serve as a solid foundation for developing more effective security
strategies and policies to address the challenges posed by this technology, and encourage the
implementation of improved protective measures to tackle emerging risks.
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Introduction

In today's rapidly evolving digital era, technology is dynamically advancing with trends that continue to grow over
time. The development of information technology trends to date broadly includes blockchain, the Internet of
Things (IoT), cloud computing, big data analytics, Virtual Reality (VR), Augmented Reality (AR), and artificial
intelligence (AI) (Taherdoost, 2022; Pavéloaia & Necula, 2023). Among these trends, Artificial Intelligence (Al)
has become one of the most popular developments utilized in various areas of life today. Al is designed to mimic
human intelligence and perform tasks that typically require thinking and decision-making, such as natural language
processing, pattern recognition, and decision-making (Saddi et al., 2024).

Vol. 1 No. 2 (2024) 57
https://journal.unilak.ac.id/index.php/comnitech


mailto:rebecca@unilak.ac.id
https://creativecommons.org/licenses/by/4.0/

ComniTech: Journal of Computational Intelligence and Informatics
https://dx.doi.org/000000000
P-ISSN: 3063-315X E-ISSN: 3063-0630

Over time, Al has evolved from a basic concept into more advanced technology. One of the latest developments
in the field of Al is Generative Artificial Intelligence (GenAl), which refers to technology capable of creating new
content that resembles human work, such as text, images, or sound (Teo et al., 2024). Unlike other Al applications
that focus on data analysis or pattern recognition, GenAl actively creates new outputs based on given inputs.
Popular examples of GenAl include ChatGPT, which generates text based on prompts, and DALL-E, which creates
images based on textual descriptions (Polito & Pupillo, 2024; Su & Yang, 2023).

Advancements in GenAl offer significant benefits across various sectors, including business, education, and
healthcare, by providing innovative ways to create content and solutions (Fui-Hoon Nah et al., 2023). However,
alongside its potential benefits, GenAl also faces new challenges and risks that must be carefully understood and
managed, particularly cybersecurity risks (Fui-Hoon Nah et al., 2023).

Cybersecurity, as defined by Nobles (2023), is a category of information security that focuses on protecting the
confidentiality, integrity, and availability (CIA) of digital information assets. This definition encompasses
potential threats arising from the compromise of these assets through internet-based channels (Oladipupo Amoo
et al., 2024; Nobles, 2023). The mentioned definition of cybersecurity emphasizes the importance of maintaining
the CIA, especially since modern cyber threat actors can utilize forms of artificial intelligence like GenAl to
enhance the sophistication of cyberattacks (Krishnamurthy, 2023).

This study will focus on the urgent need to explore and understand the potential cybersecurity risks arising from
the use of GenAl. The study will conduct an in-depth analysis of cybersecurity risks or threats that may emerge
due to the utilization of GenAl by internet users. A systematic literature review (SLR) methodology is employed
to support this analysis, with the research question being: "What are the cybersecurity risks associated with the
use of generative artificial intelligence technology?" This research question aims to collate all forms of risks into
a unified framework to facilitate the formulation of appropriate mitigation strategies and policies in the future.

Materials and Methods

The study employs the Systematic Literature Review (SLR) method to address research questions related to the
forms of cybersecurity risks arising from the use of generative artificial intelligence. Broadly speaking, SLR is an
interpretive method for answering a research question by examining previous studies relevant to the specified
question (Page et al., 2021). The SLR process in this study follows the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) 2020 framework. PRISMA 2020, the latest version of PRISMA 2009, is
considered one of the best protocols or guidelines for conducting SLR (Dhingra et al., 2024). PRISMA aims to
facilitate the systematic review process (Dhingra et al., 2024; Page et al.,2021). Initially, the results of the literature
search are compiled into a table, duplicates are removed, and filtering is conducted based on manuscript type,
publication year, and venue. The first screening results are then further filtered based on the abstract’s relevance
to the research question. This second screening stage produces literature that is further refined using additional
exclusion criteria and full-text content. After several stages of screening, the selected literature is assessed for
quality, credibility, and content validity (Mangaroo-Pillay & Coetzee, 2022).

The PRISMA flow adapted in this study is limited to utilizing screening guidelines to obtain the final PRISMA
literature selection result. This approach streamlines the SLR process while maintaining the research direction.
After modifications, the process consists of only three stages: the identification stage, the screening stage, and the
final selection stage. First, in the identification stage, the platforms for literature sources are determined, and the
number of findings is recorded. Findings at this stage are obtained after applying inclusion criteria (Dey et al.,
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2024). Next, during the screening stage, further selection is conducted using exclusion criteria and abstract reviews.
This process produces literature findings ready for full-text content review. Finally, in the final determination stage,
the number of literature passing the screening process is finalized.Source Platforms

The research sources will be obtained from various reliable and relevant research article platforms and databases.
In this study, the sources include IEEE Xplore, Arxiv, ScienceDirect, and Google Scholar. The selection of these
sources is based on several considerations, including ease of access offered by each platform and the completeness
and quality of available research articles. IEEE Xplore and ScienceDirect are known for their extensive collections
of journals and conference proceedings in computer science and related disciplines. Slightly different from these
two platforms, Google Scholar offers wide coverage, enabling literature searches across various relevant sources.
Additionally, Arxiv is chosen for its reputation in providing access to numerous articles, often encompassing early-
stage research and the latest innovations. The decision to use these sources was made considering their ability to
provide comprehensive and up-to-date information, supporting an in-depth literature search within the research
scope. By utilizing this combination of sources, the study aims to produce a thorough literature review.

Inclusion and Exclusion Criteria

Defining inclusion and exclusion criteria is crucial for selecting literature in SLR using the PRISMA 2020
framework. This process ensures the selection of literature that aligns with the study’s objectives or research
questions (Albhirat et al., 2024). These criteria are carefully designed so that inclusion and exclusion points help
narrow down the literature findings and eliminate irrelevant results.

The Boolean search strategy on the sources will focus on keywords relevant to the research question, such as
“cybersecurity,” “generative,” “artificial intelligence,” “genai,” and “risk.” More specifically, the search terms
will be combined to form the following Boolean search query:
((*“generative artificial intelligence” OR “genai” OR “GAI”) AND (“cybersecurity” OR “security” OR “cyber”)).
Searches will be performed in the context of titles, abstracts, and keywords, adjusted to the search system on the
respective source platforms. One critical point in this search is that selected literature must have been published
within the last ten years to expand insights into research developments (Wach et al., 2023). Below are the inclusion
(I) and exclusion (E) criteria used:

99 ¢ 99 ¢

Inclusion Criteria (I):

e 101: Literature published within the last ten years, from 2015 to 2024.

e 102: Literature has a "published" status and is in the form of a complete manuscript.
e 103: Literature is in the form of a publication article.

e 104: Literature is accessible.

¢ 105: Literature discusses generative Al and cybersecurity.

Exclusion Criteria (E):
e EO01: Literature in the form of books or magazines.

e E02: Literature not in English.
e E03: Literature outside the field of computer science.
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Fig 1. Flow of Research SLR Following PRISMA 2020

Based on the PRISM selection flow in Page et al. (2021), the final result is seventeen literatures that meet the
criteria and can be used for SLR. The seventeen literatures come from different sources/databases, and have
different publication years. The mapping of the distribution of literature sources and the distribution of publication
years are listed in Table 1 and Figure 2, respectively.

Sources Initial Literature Count Final Literature Count
IEEE Xplore 365 3
Arxiv 10 5
ScienceDirect 708 3
Google Scholar 3920 6

From the PRISMA screening, five pieces of literature were found to be from 2023, and twelve pieces of literature
were from 2024.
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Fig 2. Mapping the Distribution of Literature Publication Year

The literature that was successfully collected for SLR needs was re-analyzed with the help of the Atlas.ti 9
application. The goal is that findings related to cybersecurity risks by GenAl can be easily highlighted in each
literature. In addition to making highlighting easier, this application can also assist in identifying patterns of similar
risk findings when highlighting text (Mangaroo-Pillay & Coetzee, 2022).

Results and Discussion

Cybersecurity risk findings from seventeen SLR literatures (articles) were successfully identified with the help of
the Atlas.ti 9 application. From these findings, it is known that some literatures contain the same risk information.
A summary of the SLR literature risk findings is presented in Table 2. The findings are labeled with different
colors to facilitate categorization in further discussion.

Table 1. Cybersecurity Risks by Generative Artificial Intelligence (SLR Results)

Source Cyber Security Risks
Gupta et al. (2023); Metta et al. (2024); Sebastian (2023);  Phishing

Okey et al. (2023); Wang (2024); Dwivedi & Elluri

(2024)

Gupta et al. (2023); Sebastian (2023); Dwivedi & Elluri Social engineering
(2024); Okey et al. (2023); Metta et al. (2024)

Gupta et al. (2023); Metta et al. (2024); Wang (2024) Ransomware

Gupta et al. (2023); Mira (2021); Acosta-Urigiien et al. Malware
(2024); Mangaroo-Pillay & Coetzee (2022); Oliveira et al.
(2024); Polito & Pupillo (2024); Gupta et al. (2023)

Vol. 1 No. 2 (2024) 61
https://journal.unilak.ac.id/index.php/comnitech



ComniTech: Journal of Computational Intelligence and Informatics
https://dx.doi.org/000000000
P-ISSN: 3063-315X E-ISSN: 3063-0630

Fui-Hoon Nabh et al. (2023); Metta et al. (2024); Wang Deepfakes

(2024); Metta et al. (2024); Golda et al. (2024);

Krishnamurthy (2023)

Wang (2024); Dwivedi & Elluri (2024); Golda et al. Misinformation dan

(2024); Metta et al. (2024); Fui-Hoon Nabh et al. (2023); false information
Novelli et al. (2024); Wach et al. (2023)

Sebastian (2023); Golda et al. (2024); Wach et al. (2023);  Data leakage
Novelli et al. (2024); Krishnamurthy (2023)

Golda et al. (2024); Wach et al. (2023); Novelli et al. Personal data misuse
(2024)

Fui-Hoon Nah et al. (2023); Novelli et al. (2024); Wu et Executable attack code
al. (2023) generation

Wach et al. (2023); Golda et al. (2024); Sebastian (2023);  Privacy risk
Novelli et al. (2024)

Wach et al. (2023); Sebastian (2023) Intellectual property
violation

Phishing and Social Engineering

Phishing and social engineering are forms of manipulation used in cyberattacks to obtain sensitive information or
illegally access systems (Kulkarni & Nath, 2024). Phishing typically involves attackers posing as senders of
communications or messages that appear legitimate. Phishing is often conducted through email to collect personal
data, such as passwords or financial information, by impersonating trusted entities or organizations (Metta et al.,
2024). On the other hand, social engineering involves psychological manipulation to deceive individuals into
performing certain actions, such as disclosing confidential information or clicking malicious links (Gupta et al.,
2023; Kulkarni & Nath, 2024).

Research (Gupta et al., 2023; Metta et al., 2024; Sebastian, 2023; Okey et al., 2023; Wang, 2024; Dwivedi &
Elluri, 2024) collectively reveals the dangers and risks of phishing and social engineering as consequences of
irresponsible use of Generative Al (GenAl). GenAl can generate customized messages that appear relevant to the
victim's conditions and needs (Sebastian, 2023). Even small pieces of information gathered by attackers can be
processed into tailored messages that match the victim's profile (Gupta et al., 2023).

Malware, Ransomware, and Executable Attack Code Generation

Malware, ransomware, and executable attack code generation are significant issues in cybersecurity that have
become increasingly complex with technological advancements. Malware encompasses various types of malicious
software designed to damage, steal, or access data illegally (Mira, 2021). Ransomware, as a type of malware,
encrypts data on the victim's system, enabling attackers to demand ransom to restore access to the data (Chinmaya
et al., 2023).
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Research (Mangaroo-Pillay & Coetzee, 2022; Gupta et al., 2023; Dwivedi & Elluri, 2024) highlights that GenAl
facilitates the creation of sophisticated executable codes at the user's command. This capability enables the
development of more effective ransomware and malware (Wang, 2024). Furthermore, GenAl can be utilized to
create SQL injection codes and other execution procedures (Fui-Hoon Nah et al., 2023). With GenAl's ability to
instantly generate code, attacks have become more innovative, even by individuals without advanced coding
expertise (Okey et al., 2023).

Deepfakes

Deepfakes are technologies that can produce highly realistic media content, such as videos or audio, resembling
specific individuals (Romero Moreno, 2024). Cybersecurity risks associated with deepfakes include public fraud
and manipulation, where individuals or organizations may become targets (Romero Moreno, 2024). Research
(Ranka et al., 2024) details how deepfakes can be used to create fake videos of political figures during elections,
conveying statements that were never made. This increases the complexity of challenges in information
verification and digital security, amplifying the risk of disinformation and reputational harm to involved
individuals or organizations (Kumar, 2024).

The use of GenAl in deepfakes has become a significant threat. Studies (Fui-Hoon Nah et al., 2023; Metta et al.,
2024; Romero Moreno, 2024) reveal that GenAl enables the creation of deepfake content without clear legal
frameworks (Golda et al., 2024). This violates the concept of individual consent, causing individuals to lose control
over how their identity is used (Wang, 2024).

Misinformation and False Information

Misinformation and false information can influence perceptions and decision-making for individuals or
organizations. While GenAl is recognized for its sophistication, it is not always reliable as it is prone to producing
incorrect answers (Monteith et al., 2024). Research (Dwivedi & Elluri, 2024; Golda et al., 2024) demonstrates
how GenAl creates vulnerabilities for the spread of misinformation, partly due to its question-and-answer (QnA)
approach that generates responses even if they are inaccurate (Wach et al., 2023). Furthermore, data poisoning and
sabotage of GenAl’s training data contribute to the creation of flawed outputs, exacerbating the dissemination of
misinformation and false information (Okey et al., 2023).

Data Leakage, Personal Data Misuse, Privacy Risk, and Intellectual Property Violation

In the context of Generative Artificial Intelligence (GenAl), risks related to data leakage, personal data misuse,
privacy risks, and intellectual property violations have become major concerns, particularly with regulations like
GDPR governing data protection (Golda et al., 2024). GenAl training data often includes copyrighted material or
other forms of protected intellectual property (Sebastian, 2023).

Research (Golda et al., 2024; Wach et al., 2023; Okey et al., 2023) identifies these risks as consequences of
unregulated GenAl use. For example, personal data is often used to generate content without explicit consent
(Golda et al., 2024). Additionally, users' search histories and thought processes during GenAl usage are recorded
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as training data, raising privacy concerns (Dwivedi & Elluri, 2024). Studies (Golda et al., 2024; Sebastian, 2023)
emphasize the need for transparency and explicit consent regarding the use of personal data, as well as the potential
exploitation of private data for creating deepfakes and other illicit content, which are not yet fully addressed by
GDPR or similar regulations worldwide (Golda et al., 2024).

Conclusion

This research has identified various cybersecurity risks arising from the use of Generative Artificial Intelligence
(GenAlI) through a systematic literature review (SLR) approach. From the literature reviewed, it was found that
GenAl carries significant risks in several aspects, including phishing attacks, social engineering, ransomware,
malware, deepfakes, misinformation, data leakage, misuse of personal data, executable attack code generation,
privacy risks, and intellectual property violations. These risks represent potentially serious threats to cybersecurity
and data integrity, and emphasize the need for effective mitigation measures. The findings underscore the
importance of developing stricter policies and regulations to govern the use of GenAl, to prevent misuse and
protect personal data and intellectual property rights. This research also emphasizes the need for collaborative
efforts from various parties, including researchers, policy makers, and industry practitioners, to address the
challenges faced and ensure that GenAl technology is used ethically and responsibly. Thus, it is hoped that the
results of this research can serve as a basis for the development of more effective security strategies and policies
and advance safer practices in the use of GenAl.
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